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Abstract— Phishing is a con game that scammers use to collect personal information from unsuspecting users. The false e-mails often 
look surprisingly legitimate and even the Web pages where users are asked to enter their information may look real. Phishing is similar to 
fishing in a lake, but instead of trying to capture fish, phishers attempt to steal personal information. This paper gives brief information 
about phishing, its attacks, steps that users can take to safeguard their confidential information.   Phishing has seen an alarming trend of 
increase in both the volume and the sophistication of phishing attacks. This paper also shows a survey conducted by netcraft on phishing. 
Phishing is a form of online identity theft that aims to steal sensitive information such as online banking passwords and credit card 
information from users.  The effectiveness of this paper  is to examined in a large-scale dataset collected from real phishing cases and to 
study..different..approaches..for..handling..phishing..activities. Anti-Phish, that aims to protect users against spoofed web site-based 
phishing attacks. To this end, Anti-Phish tracks the sensitive information of a user and generates warnings whenever the user attempts to 
give away this information to a web site that is considered untrusted. Anti-Phish is based on the premise that for inexperienced, technically 
unsophisticated users, it is better for an application to attempt to check the trustworthiness of a web site on behalf of the user. Unlike a 
user, an application will not be fooled by obfuscation tricks such as a similar sounding domain name.                                                                                                                                                         
 In this paper various methods reviewed to confront those challenges, such as Textual and Visual Content-Based Anti-Phishing: A 
Bayesian Approach, Image-Based Page Matching And Page Classification  with  anti-phishing strategies. 

Index Terms—Anti-phishing strategy,  Antiphishing Working Group(APWG) ,Awareness and Education, Contrast Context Histogram 
(CCH), Image Classifier, Netcraft Web Survey, Phishing attacks. 

——————————      —————————— 

1 INTRODUCTION                                                                     
HISHING is a form of online identity theft that aims to 
steal sensitive information such as online banking pass-
words and credit card information from users. Phishing 

scams have been receiving extensive press coverage because 
such attacks have been escalating in number and sophistica-
tion. According to a study by Gartner, 57 million US Internet 
users have identified the receipt of e-mail linked to phishing 
scams and about 2 million of them are estimated to have been 
tricked into giving away sensitive information. The last years 
have brought a dramatic increase in the number and sophisti-
cation of such attacks. Although phishing scams have received 
extensive press coverage, phishing attacks are still successful 
because of many inexperienced and unsophisticated Internet 
users. Attackers are employing a large number of technical 
spoofing tricks such as URL obfuscation and hidden elements 
to make a phishing web site look authentic to the victims. The 
most effective solution to phishing is training users not to 
blindly follow links to web sites where they have to enter sen-
sitive information such as passwords. However, expecting that 
all users will understand the phishing threat and surf accord-
ingly is unrealistic. There will always be users that are tricked 
into visiting a phishing web site. Therefore, it is important for 
researchers and industry to provide solutions for the phishing 
threat. 

 Anti-Phish, that aims to protect users against spoofed 
web site-based phishing attacks. To this end, Anti-Phish tracks 
the sensitive information of a user and generates warnings 
whenever the user attempts to give away this information to a 
web site that is considered untrusted. Anti-Phish is based on 
the premise that for inexperienced, technically unsophisticated 
users, it is better for an application to attempt to check the 
trustworthiness of a web site on behalf of the user. Unlike a 

user, an application will not be fooled by obfuscation tricks 
such as a similar sounding domain name[1,2]. 
 The convenience of online commerce has been em-
braced by consumers and criminals alike. There has been good 
progress in identifying the threat, educating businesses and 
customers, and identifying countermeasures. However, there 
has also been an increase in attack diversity and technical so-
phistication by the people conducting phishing and online 
financial fraud. Phishing has a negative impact on the econo-
my through financial losses experienced by businesses and 
consumers, along with the adverse effect of decreasing con-
sumer confidence in online commerce. Phishing scams have 
flourished in recent years due to favorable economic and tech-
nological conditions. The technical resources needed to exe-
cute phishing attacks can be readily acquired through public 
and private sources. Some technical resources have been 
streamlined and automated, allowing use by non-technical 
criminals. This makes phishing both economically and techni-
cally viable for a larger population of less sophisticated crimi-
nals .we will identify several of the technical capabilities that 
are used to conduct phishing scams, review the trends in these 
capabilities over the past two years. 

 
Figure 1: Statistic of password stolen victims until March 2012 
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2     LITERATURE REVIEW   
2.1  Phishing Today 
 Originally, phishing was identified as the use of elec-
tronic mail messages, designed to look like messages from a 
trusted agent, such as a bank, auction site, or online commerce 
site. These messages usually implore the user to take some 
form of action, such as validating their account information. 
These messages often use a sense of urgency (such as the 
threat of account suspension) to motivate the user to take ac-
tion. Recently, there have been several new social engineering 
approaches to deceive unsuspecting users[3]. 

These include the offer to fill out a survey for an 
online banking site with a monetary reward if the user in-
cludes account information, and email messages claiming to 
be from hotel reward clubs, asking users to verify credit card 
information that a customer may store on the legitimate site 
for reservation purposes. Included in the message is a URL for 
the victim to use, which then directs the user to a site to enter 
their personal information. This site is crafted to closely mimic 
the look and feel of the legitimate site. The information is then 
collected and used by the criminals. Over time, these fake 
emails and web sites have evolved to become more technically 
deceiving to casual investigation. Recently the definition of 
phishing has grown to encompass a wider variety of electronic 
financial crimes. In addition to the widespread use of these 
fake email messages and web sites to lure users into divulging 
their personal information, we have also observed an increase 
in the amount of malicious code that specifically targets user 
account information. Once installed on a victim’s computer, 
these programs use a variety of techniques to spy on commu-
nications with web sites and collect account information. 

This method differs from the technical subterfuge 
generally associated with phishing scams and can be included 
within the definition of spyware as well. It is important to in-
clude them in a discussion on phishing trends for the follow-
ing reasons: 
1] Social component – Criminals often use social engineering 
along with vulnerabilities in applications such as web brows-
ers or email clients to trick users into installing malicious code 
on their computer. 
2] Common infrastructure – We have observed the use of 
common tools and techniques for delivering phishing emails 
and distributing malware. These include the use of botnets, 
open mail relays, and compromised web sites to host phishing 
sites and malware. 
3] The big picture - As countermeasures are implemented to 
thwart one method of stealing information, criminals still have 
additional opportunities available to them. It is important to 
understand the technical capabilities available to these crimi-
nals so that more effective measures for protecting customer 
information can be developed and law enforcement personnel 
tasked with tracking down and prosecuting criminals con-
ducting phishing scams can be more effective. 

3     PHISHING ATTACK STAGES 
Phishing attacks involve several stages:  

• The attacker obtains E-mail addresses for the intended vic-
tims. These could be guessed or obtained from a variety of 
sources.  
• The attacker generates an E-mail that appears legitimate and 
requests the recipient to perform some action. •  
The attacker sends the E-mail to the intended victims in a way 
that appears legitimate and obscures the true source. 
 • Depending on the content of the E-mail, the recipient opens 
a malicious attachment, completes a form, or visits a web site.  
• The attacker harvests the victim’s sensitive information and 
may exploit it in the future.  
 
 As shown in Figure 2 below, the phishing attack starts 
with an E-mail to the intended victims. The attacker creates 
the E-mail with the initial goal of getting the recipient to be-
lieve that the E-mail might be legitimate and should be 
opened. Attackers obtain E-mail addresses from a variety of 
sources, including semi-random generation, skimming them 
from Internet sources, and address lists that the user believed 
to be private [CNET]. Spam filtering can block many of the 
phishing Emails. If the institution whose customers are being 
phished regularly uses authenticated E-mail (such as PGP or 
S/MIME), the recipient may notice that the E-mail does not 
have a valid signature, thereby stopping the attack. Once the 
E-mail is opened by the user, the E-mail contents have to be 
sufficiently realistic to cause the recipient to follow the direc-
tions in the Email[4]. 
 
 
           
  Spam    filter processes message              Trojan, Worm, Deceit, spyware 
 
 
 
 
 
 
User tries to open  
Email with legitimate 
& fraudulent address 
 
Figure 2: phishing attack stages 

4 ANTI-PHISHING TECHNIQUES 

Anti-phishing technique can be considered as an approach to 
counter the threats put forth by phishers. This accounts to a 
number of techniques followed which is categorize  as follows. 
 
4.1    List Based Approach 
This is probably the most straightforward solution for anti-
phishing. A white list contains URL’s of known legitimate 
sites. Many current anti-phishing techniques rely on the com-
bination of white list and blacklist. The representative black-
list/white list based systems include Phish Tank Site Checker, 
Google Safe Browsing, Fire Phish and CallingID Link Advisor. 
These anti-phishing solutions are usually deployed as toolbars 
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or extensions of web browsers to remind the users whether 
they are browsing a safe website. Blacklist suffers from a win-
dow of vulnerability between the time a phishing site is 
launched and the site’s addition to the blacklist as it requires 
frequent updating which is the case for white list also[5]. 
 
4.2     Heuristics Based Approach 
This technique rates the phishing possibility of a given 
webpage using reputation scores either obtained from the an-
ti-phishing community or computed from the given webpage. 
However the reliability of the reputation scoring is a great 
challenge[5]. 
 
4.3      Content Based Approach 
This method is used to measure the similarity between two 
given web pages by calculating the similarity between the con-
tent elements (text, image, layout) contained in the web pages. 
Algorithms are used to compute visual similarity to detect the 
phishing web pages which have higher similarities to phishing 
targets. It requires finding the phishing target prior to the sim-
ilarity comparison computation. It also combines TF-IDF 
retrieval algorithm to determine the likelihood that a given 
webpage is a phishing webpage. Words with highest TF-IDF 
weight on a given webpage can be used to classify the 
webpage as legitimate or not. This method used CANTINA, a 
content-based approach to detect phishing websites, which 
combines a Term Frequency- Inverse Document Frequency 
(TF-IDF) information retrieval algorithm with heuristics and 
determines the likelihood that a given webpage is a phishing 
page. CANTINA uses the five words with the highest TF-IDF 
weight on a given webpage as the lexical signature of that site 
and submits them to Google. If CANTINA finds the URL of 
the site in question within the top results, it classifies that as 
legitimate webpage or otherwise as phishing webpage. 
  
4.3.1   Image-Based page Matching Approach 
Phishers can compose visually similar phishing pages in many 
different ways with nontext HTML elements, such as images 
and Flash objects (see the “Current Antiphishing Approaches” 
sidebar for more about such techniques). To combat this prob-
lem, we compute the similarity of phishing pages and authen-
tic pages at their presentation level. Specifically, we treat 
phishing page detection as an image-matching problem. Fig-
ure 3 illustrates the flow of detection scheme, which involves 
two steps: image-based page matching and page classification. 
In the scheme, we first take a snapshot of a suspect Web page 
and treat it as an image throughout the detection process. We 
use the Contrast Context Histogram (CCH) descriptors pro-
posed in earlier work to capture invariant information around 
discriminative keypoints on the suspect page. We then match 
the descriptors with those of authentic pages that are often 
targeted by phishers, where the pages are stored in a database 
compiled by users and authoritative organizations, such as the 
APWG. Matching CCH descriptors yields a similarity degree 

for a suspect page and an authentic page. Finally, we use the 
similarity degree between the two pages to determine whether 
the suspect page is a counterfeit. If the similarity degree be-
tween a suspect page and an authentic one is greater than a 
certain threshold, we consider the suspect page to be a phish-
ing page for the authentic one or genuine if it’s not a phishing 
page for an authentic pages in the database[6]. 
 

 
Figure 3 The flow of the phishing-detection scheme. We first 
take a snapshot of a suspect page and extract its keypoint fea-
ture information. Next, we match the features with the key-
point feature information of protected Web pages. We can 
then asses the suspect page to determine whether it’s a phish-
ing page. 
 
4.3.2 Textual and Visual Content-Based Anti-Phishing: 
A Bayesian Approach 
In this the content of a given web page is transformed into two 
categories, namely, the textual and the visual, which is         
addressed by the corresponding classifier. The  anti-phishing   
approach  contains   the   following   components. 
1) A text classifier using the naive Bayes rules to handle the 
text content extracted from a given web page. 
2) An image classifier using the EMD similarity assessment to 
handle the pixel level content of a given web page that has 
been transformed into an image. 
3) A Bayesian approach to estimate the threshold used in clas-
sifiers through offline training. 
4) A data fusion algorithm to combine the results from the text 
classifier and the image classifier. The algorithm employs the 
Bayesian approach as well[7].  
 Figure 3 illustrates an overview of framework. The 
system includes a training section, which is to estimate the 
statistics of historical data (i.e., web page training set), and a 
testing section, which is to examine the incoming testing web 
pages. The statistics of the web page training set consists of the 
probabilities that a textual web page belongs to the categories 
(i.e., phishing and normal), the matching thresholds of classi-
fiers, and the posterior probability of data fusion. Through the 
preprocessing, content representations, i.e., textual and visual, 
are rapidly extracted from a given testing web page. The text 
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classifier is used to classify the given web page into the corre-
sponding category based on the textual features. The image 
classifier is used to classify the given web page into the corre-
sponding category based on the visual content. Then the fu-
sion algorithm is used to combine the detection results deliv-
ered by the two classifiers. The detection results are eventually 
transmitted to the online users or the web browsers[8]. 
 

 
Figure 4: Bayesian approach 
 

4. 4       Hybrid Approach 
This approach usually combines any of the above mentioned  
techniques to classify a webpage as legitimate or not. 
4.5        Phish Net 
Huang et al. (2011) states that, a blacklist scheme used to detect 
phishing attacks is discussed. Blacklist approach based tech-
niques reliance on exact match with blacklisted entries makes 
it easy for phishers to evade. Phish Net exploits this observa-
tion using two components. In the first component, five heu-
ristics to enumerate simple combinations of known phishing 
sites to discover new phishing URL’s. The second component 
consists of an approximate matching algorithm that dissects a 
URL into multiple components that are matched individually 
against entries in the blacklist (Lakshmi and Vijaya, 2012).The 
first grows blacklists by generating new URL variations from 

the original ones but after vetting them through DNS and con-
tent matching. The second component consists of an approxi-
mate matching data structure that assigns a score to each URL 
based on piece-wise similarity with existing URLs. PhishNet 
suffers from low false positives and is remarkably effective at 
flagging new URLs that were not part of the original blacklist. 
Evaluation with real-time blacklist feeds discovered around 
18,000 new phishing URLs from a set of 6,000 new blacklist 
entries and itleads to very few false positives, 3% and nega-
tives, 5%  [5]. 
 

5 NETCRAFT’S WEB SERVER SURVEY 2013 
Netcraft, an Internet services company that provides web 
hosting & web server analysis & has launched its February 
2013 web server survey after responses from over 630,790,500 
web sites There was a major decline this month of sites that 
use Microsoft IIS & Apache, with both servers seeing a combi-
nation or more than 5 million hostnames. On the other side, 
nginx saw a 12.85% increase in business in last month January 
with 1.4 million more hostnames than December. The largest 
gains in hostnames positions nginx as one of the most well-
known webservers, placing it less than 500 individual sites as 
Microsoft’s IIS, which also has under 13 % of business. Ten-
gine, an nginx derivative managed by China e-tailer Taobao, 
and now is used for just about 4 million hostnames. For the 
meantime, Alibaba, which is affiliated with Taobao, has the 
second largest number of hostnames in China, with more than 
11% of the hostnames in China. Although China makes up 
19% of world population, only 5.8% of the world’s websites 
are actually hosted in China. Still leading China, Microsoft has 
38% of Chinese hosted websites using IIS, followed by 26% 
using Apache, & lastly 1% that uses nginx, which is consider-
ably above average. In a report, Netcraft stated that taobao 
draws the second highest number in phishing attacks next to 
Facebook. Netcraft is reporting blocking nearly 6,000 urls tar-
geting taobao users[4].  

 
Figure 5: Netcraft’s  Survey 

6 PHISHING COUNTER  MEASURES 
Although there are multiple recommendations for countering 
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phishing, the following list contains the ones most commonly 
implemented today to either combat phishing directly or to 
mitigate phishing-capable threats such as malware[9]. 
 
6.1  Awareness and Education 
Originally, the primary advantage for criminals conducting 
phishing-related fraud was the lack of education and aware-
ness of 
a) the existence of financial crimes targeting internet users, 
and  
b) the policies and procedures of online sites for contacting 
their customers regarding account information and mainte-
nance issues.  
 Both of these issues are being addressed by the online 
commerce sites and the information security community 
though various awareness mechanisms. General information 
on phishing distributed in company email or on a company’s 
web site.  Alerts sent to customers about phishing scams di-
rectly targeting a specific company.  Reminders to customers 
of corporate policies on contacting customers regarding their 
account. Papers and talks from the security community target-
ed to users and businesses. 

When companies choose to implement a customer 
phishing awareness program, it is important that they educate 
employees as well. In particular, the employees who interact 
with customers should be knowledgeable about phishing so 
they can answer customers’ questions.Finally, a significant 
portion of phishing awareness efforts have focused on the 
threats posed by phishing emails and web sites. However, 
there is a significant threat from malware that people need to 
be made aware of as well. When a phishing email or web site 
is properly identified by a consumer, he or she can easily cor-
relate it with the action of trying to steal account information. 
However, if malware is detected on a user’s computer, the 
common response is to follow instructions on isolating and 
removing the threat. The user may not be aware of the func-
tionality of the malware and thus the correlation to the action 
of trying to steal account information may not be clear. 
 

6.2  Targeting Hosting Sites 
One advantage to those who seek to shut down phishing sites 
is that there is little stealth in the sending of phishing emails. 
Since phishing emails use the same mass-mailing infrastruc-
ture as spam, affected institutions, ISPs, and law enforcement 
can be made aware of a site hosting a phishing scam and take 
efforts to get that site shut down. Data from the Anti-Phishing 
Working Group’s trends reports show an approximate de-
crease of 10% in the average time online for a phishing site 
from October 2004 to April 2005 (6.4 days to 5.8 days) 
.Phishers have taken steps to make phishing sites hosting 
scam pages and the drop sites for compromised data more 
survivable. This includes the use of dynamic DNS entries 
and/or port-level redirectors to make networks of phishing 
sites more resistant to failure of any individual node. If a site 
that was pointed to by a hostname is taken down, it is possible 
for a phisher who is using dynamic DNS or a hosting service 
that provides DNS management to change the hostname to 

resolve to another compromised machine to serve as a phish-
ing site.  
 Another form of redirection is the use of a 3rd party 
to collect information before transmission to its final destina-
tion. This could be the use of a 3rd party forms provider used 
to collect data as part of an e-mail based phishing attack or a 
script at a drop site for phishing malware that transports the 
data to a different host. In either case, take down of the public-
ly-visible site may stop the phishing attack, but not provide 
access to the cache of stolen information[9]. 

 
Figure 4: Digitally signed E-mail 

 
 6.3    Strong Authentication and Authorization 
Two-factor authentication is a mechanism requiring two or 
more authenticators, usually consisting of something you 
know (such as a password or PIN) and something you have 
(such as a credit card or hardware token). For online com-
merce, two-factor authentication is being implemented by 
providing the customer with a hardware token for generating 
a continually changing component for their authentication 
credentials. The goal is to protect the users if their authentica-
tion credentials have been captured by an attacker via elec-
tronic surveillance. The timeliness of the ever-changing com-
ponent limits the attacker’s ability to use the credentials in the 
future. Another countermeasure being implemented by cer-
tain banks is the use of transaction numbers (TANs) for au-
thorizing individual transactions. Customers are sent a list of 
TANs with their monthly statement, and they enter the next 
unused TAN when authorizing a transaction online. There are 
also implementations in which users receive a request for their 
TAN via an out-of-band mechanism, such as an SMS message 
on their cell phone. As noted previously, at least one Trojan 
(Bankash) attempts to trick customers of specific banks into 
divulging their next TAN. The criminal then has a limited but 
significant time window in which to use that TAN before the 
customer attempts another transaction. 

 
Figure 11: secure web authentication 

5.4  Virus, Spyware, and Spam Prevention 
 Solutions designed to protect users from viruses , Tro-
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jans , spyware, and spam play a role in protecting users from 
phishing scams. With the marked increase in phishing mal-
ware, products that detect and prevent the installation and 
execution of malicious code are an essential part of an envi-
ronment for secure home computing. These products must be 
enabled and in the case of anti-virus and anti-spyware prod-
ucts, must have up-to-date signatures. A large portion of re-
cent malware attempts to disable anti-virus and antispyware 
software before a detection signature is able to detect and neu-
tralize the malware. 

Spam prevention has also contributed to the fight 
against phishing. Phishing emails use the same distribution 
mechanism as spam and usually have many of the same char-
acteristics. Email filtering based on content blacklisting, Bayes-
ian filtering, blocking mail from known spamming/phishing 
relays, anti-forgery solutions such as Sender Policy Frame-
work (SPF) and Sender ID, and other heuristics specific to 
phishing can help prevent a great many phishing emails from 
ever reaching potential victims in the first place. However, 
spammers are continually evolving their tricks for bypassing 
filters. 
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8      CONCLUSION 
In order to combat phishing, business and consumers need to 
adopt best practices and practice awareness, educate them-
selves about phishing and anti-phishing techniques, use cur-
rent security protection and protocols, and report suspicious 
activities. By doing so, they can reduce their exposure to fraud 
and identity theft, safeguard their confidential information, 
and help fight one of today’s most serious and ongoing threats 
of phishing.  
 Users have become more aware of phishing crimes 
and how to identify unsophisticated phishing sites. In re-
sponse, criminals are using web browser vulnerabilities and 
obfuscation techniques to create phishing scam pages that are 
more difficult to differentiate from legitimate sites; thus users 
can become victims even if they are not aware of phishing 
scams. 
 The most effective solution to phishing is training 
users not to blindly follow links to web sites where they have 
to enter sensitive information such as passwords. However, 
expecting that all users will understand the phishing threat 

and surf accordingly is unrealistic. There will always be users 
that are tricked into visiting a phishing web site. Therefore, it 
is important for researchers and industry to provide solutions 
for..the ..phishing..threat. 
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